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Introduction
~R2AD

« Mobile Cloud Client Overview

 Mobile Cloud Computing Client Defined

 Overview of Project’s Goals and Vision

« Standards/Specifications Choice

* Implements Open Cloud Computing Interface (OCCI)
 Published by Open Grid Forum (OGF)

 Implements Cloud Data Management Interface (CDMI)
* Published by Storage Network Industry Association (SNIA)

 Android Cloud Client Overview

 Acts as a cloud management client

« Details on development published to:
*  http:/icloud.r2ad.net

 Development Overview — APIs

« Development Environment

« Cloud APIs — overview
« OCCI, CDMI, OpenStack, others Cloud APls
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] Mobile Cloud Computing
~R2AD

My Mobile Device acts as a Cloud Terminal

 Uses cloud storage and/or runs cloud based applications

« Client accesses Cloud Services (hopefully using standards)

My Data is in the Cloud

« My data can be stored in the cloud securely and redundantly
« Data and applications can also be accessed from other devices.
« May choose to provide access to family, friends, co-workers, etc.

 Let the Cloud do a lot of the work

 Process data for me faster than | can (i.e. navigation assistance, video/photo
processing, language translation, science, business, etc.)

 Render to me (i.e. streaming, reports, mapping, documents, etc.)
« Allow me to share my data — collaborate! Socialize!
* Cloud services become “Client Aware”, e.g.: I’'m using an Android

 However, I’'m not Always Connected...
« Cache data for access data when off-line, applying security best practices
 synchronize when re-connected
« |If cached on my device, it is also should also be secured



Our Mobile Cloud Client Overview

~R2AD
Implemented mobile application to allow management of
storage and infrastructure (VMs).

HTML

laaS
Cloud .

Data & saas

SQLite Cache \\ RESTful Invocations S -
. \\ For Example, ervices
\ Cloud Data

\

Management Interface (CDMI)
Open Cloud Computing

Today: Android, iPhones, N R
Blackberries, etc.

(multi-core, lots of RAM, multi-

sensor)
Cloud Services built using PaaS or

Powerful COMPUTERS!
traditional and hosted via laaS
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_ Mobile Cloud Client Overview (cont)
~R2AD

* Cloud Client Implements Two Key Specifications
— Open Cloud Computing Interface (OCCI)
— Cloud Data Management Interface (CDMI)

- Evaluated by NIST Cloud Computing Forum &
Workshop

« Porting JavaFX Code to Android

— Demol/Integrate at Storage Network Industry Association (SNIA)
Lab Interops and Distributed Management Task Force (DMTF)

Symposium
. Application 2 Application
— Focusing on: Data
Transport
— Infrastructure as a Service Management Cg;;leyte -
— Data Storage Pég!ﬂ%i'?f
» Share Code on Android Forge.mil g Dynamic
Metadata
— Once Finished — publish to GIT hub

— JavaFX version already uploaded
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Standards or Commercial or Both
~R2AD’

Example Interfaces ™
to Standardize Many Commercial Cloud Providers
Dat
Traa: sport Desirable Features
Corr\pute Pluggable
P?I!cy Scalable
Billing Secure
Simple
Dynamic
Metadata ]
RESTful >Ad0ptl0n

Required
Standardized laaS/PaaS Layer

OCCl || cDMI [ OVF

]
// y Which One to Use?
- _ N\

\_

Cloud abstractions using

standards: i
ien
OpenNebula, mginetetniocl: a
Standardized Openstack, concern
Approach: ]
jCloud, Deltacloud,
Code Once others...
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Overview OCCI

~R2AD’

OpenGridForum

OPEM FORUM | OFEM STAMDARDS

RESTful API for Service Management (laaS and more)

consisting of 3 parts (OGF proposed recommendations)

Core — defines the OCCI model

Rendering — defines RESTful rendering using text/plain or text/occi
(JSON and XML in next version)

Infrastructure — defines laaS resource parameters

Compute, Storage, Network

easily extendible by
linking to new or external objects and ser
adding new attributes to existing objects

flexible API

active development and existing implemer

—

P HTTP Header Fields to Express Category
G | ° Attributes
S | * Categories
£ | - Links J Link
If desired, same rendering can
%" be in the Body
_8 Resource

Use Case and
Requirements
Document

January 2010

/"
" March 2009

Founded as CAPI
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Second draft series |
October2010

“March 2010 If‘.pr'l' 2011 th
First drafts of the inal versions o €

e . ification
Specification series specificatio

Slide derived from, with permission:

Florian Feldhaus, TU Dortmund



Overview CDMI

~R2AD’

i
SNIA

Cloud Storage Initiative

RESTful API for Cloud Data Management

developed by SNIA

Standardize Access:
object storage

support for legacy storage
NFS, CIFS and WebDAV

containers for grouping
metadata
simple management

iZlients acting in the role of using a Data Storage Interface
Clientz can be in the

doud or enterprize and
provide additional
services (computing, —
data, etc ) = — W Cliert

NAMVIMTr
(] 1]

Object sworage Client

DOatabaszeTable Client
SHIA Cloud
D ata
hlanagement
Intarface
[CLrhl)

Block Storage Client File s!.r'stern Cliert
BExportsto Cloud

hultiple, Proprietany Interfaces

iSCEl, FC, FCoE
LUMN=, Targets

Management ofthe

Cloud Storage can be
standalone or part of

the averall

management of your -~

cloud compting o Sz

=

=t

-
-
-
el

\I SHIACIoud Data
| hianagement
Interface (C0

DatasStorage hanagement Client Ir= i
d o Infonm ation

[ P [ Services

I Data Services (futuire]

Clients acting in the
mole of Managing Data/l
Storage

Slide derived from, with permission:

Florian Feldhaus, TU Dortmund
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Cloud Client Interactions (earlier)
~R2AD
 Used local test servers & simple RESTful HTTP Get/Put

« Design was Use Case Driven (Keep Goals on Target)

 Initial Client Design
« Developed with JavaFX (mobile Java platform)
Focused on CDMI and OCCI specifications

p_~ . http

F EI B
£, i =
| £ Cloud Client ‘L = g

Create
Virtual

Machine

User Authentication

Enter Cloud URL
http:/fsdo-cloudsite.org

ERENE Use case

User Name:

 CETT— Get
Pass Phrase: Sto rage
[se00s0secnnsaes | N

Create
Storage

\\\ Use case

4
http L7 http
Communicates using OCCI + CDMI
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Cloud Client Interactions (Fall 2011)
~R2AD
Current Android Cloud Client Design

Ported to Android v2.2+ (re-use existing Java code)
Generic Android activity model allowing multiple cloud protocols

Cloud types (Service, Computers, Storage) have known properties
B (display related) and dynamic Actions

Cloud Service _
RackSpace

Actions

A

test1 Service

4 A

—

Manage Cloud

Resize Disk
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Cloud Client User Experience — Android 2011
~R2AD

M@ 12:11.am @ 1:36 4 M@ 1:36 m

¥ ters (8) gm Compute Resource”;rel="http:/
Computers (8) LB 1 Eoree 1004 1 Mo

sm Compute Resource”;rel="http:/

™ Storage (0)

.I- S Compute Resource”;rel="http:/
] Settings fd-Bift 1 Cores 1024.0 Memary

s Compute Resource”;rel="http:/
- 'CCIITIpLJtE'.F'.ES.DurEE":FE‘|=”hT_tp:f
sm Compute Resource”;rel="http:/

. Famnits PasanirFra™F

Ported the 2010 JavaFX client to Android Occi
(50% complete). Demo’d this version at O
recent DMTF Alliance Partner Technical

Symposium event in Boulder, CO July 2011.
R2AD attended/participated in recent 2011
CLOUD PLUGFEST, Sep 18-22, 2011

http://www.snia.org/cloud/cloudplugfest/



http://www.snia.org/cloud/cloudplugfest/

SNIA’s Cloud Plugfest Interactions

- R2AD
Storage Network Industry Association (SNIA) hosts Cloud Plugfests
periodically!

Most recently in Santa Clara last September.
http://lwww.snia.org/events/storage-developer2011/plugfest

Cloud Server Interactions
Using OCCI server which was configured as part of an Open Nebula instance.
The CDMI server communicated to SNIA RI for storage access.

As part of the SNIA plug-fests, computers are established at SNIA’s lab in
Colorado and elsewhere

(0]
C Nebula '
| I _7
[ | “:-: .V |
C
D SNIA
M RI
|

Different clients used
(iPad, Browser, CLI, etc.) Different server side implementations

under development
Copyright © 2011 R2AD, LLC



Developmen

t Environment

= Java - CloudClies

ndroidManifest.xml - Edli
—— —

Eile Edit Refactor

2| & EBid $-0-Q-  HGEG- ™D &~

= O || a CloudClient Manifest 53

Bun Source Mavigate Search Project Window Help

2]

=
Bl

('t Package Explorer 52 ~._Ju JUnit| T Type Hierarchy

i | B <===€> | - S version="1.0" encoding="utf-8"73
| = ;Qndrmd 23 - i) 1ifest xmlns:android="http://schemas.android.com/apk/res/android”
. N android:versionCode="1" android:versionName="1.0" package="com.r2ad.android">
! = Referenced Libraries N N R
| — : = android Edrawable/icon™ android:label="@string/app names">
(ms simple-xml-2.5.3.jar - -

ettingsActivity"/>
ChildListActivity"/>
ComputelistActivity"/>

1

w commens-logging-1.1.1.jar
3 httpclient-4.1.2.jar
ws httpcore-4.1.2 jar
I [ jackson-all-1.8.5 jar
i src

£8 comu2ad.android
] AddComputeActivity.java
[J] ChildListActivity.java
[J] ComputeDetailActivity java
[J] ComputeListActivity java <
] ContainerListActivity.java
[7] LinkListActivityjava
[J] ServiceFinalizeActivity java
[1] ServicelistActivityjava
[1] ServicesListActivity.java
] SettingsActivity.java
[J] StorageDetailActivity java

[

TIE

ContainerListActivity™/>
'AddComputeldctivity"/ >
ComputeDetailActivity™/>
LinkListActivity"/>
toragelistdctivity"/>
torageDetailActivity™/>
rviceFinalizedotivity"/>
rvicelistdctivity"/>
rvicesListActivity ">

1

ter>
android:name="android.intent.action.MAIN" />
.o

android;:name="android.inten ategory. LAUNCHER" />

</app a n>
<uses-sdk android:minSdkVersion="8" />

DDMS %5 Debu

Eclipse with
~z| the Android
«| SDK
Run using
Android
Emulator

] StoragelistActivity,java
[J] TabListActivity.java

I8 com.2ad.android.db

8 comu2ad.cdmi

2 com.r2ad.cdmi.model

£B comu2ad.cdmi.parser

8 com.2ad.cloud.http

B com.2ad.occi

5B com.r2ad.occi.model

2 com.2ad.occi.parser

<uses-permission android:name="android.peri
</manifest>

55534:AndroidClass

@

i Cloud client for Android

| Manifest | Application | Permissions | Instrumentation | AndroidManifest.ml

[L Problems | @ Javadoc;@ Declaration | Bl Console 2

| Android : :
q&inige::::';i": s [2011-10-02 16:26:06 - CloudClient] Installing Clo
B = | [2011-10-02 16:26:32 - CloudClient] Success! f
G@“““ [2011-10-02 16:26:32 - CloudClient] Starting actiwv:
(= libs [2011-10-02 16:26:35 - CloudClient] ActivityManage
& res [2011-10-02 16:27:05 - CloudClient] ---—----——-

il (= drawable [2011-10-02 16:27:05 - CloudClient] Android Launch
(= drawable-hdpi [2011-10-02 16:27:05 - CloudClient] adb is running
= drawable-Idpi [2011-10-02 16:27:05 - CloudClient] Performing com|
(= drawable-mdpi ~ || [2011-10-02 16:27:05 - CloudClient] Automatic Targ

4 [ | 3 |47 i, ]

e

JavaScript Object Notation (JSON)
a lightweight data-interchange format

Name your New CDMI Connection

Copyright © 2011 R2AD, LLC



~R2AD’

Development Experience

« VNC and Oracle Secure Global Desktop for server access & control as
configured as part of the Teleclient® Solution

« VMWare vSphere for creating server snapshots, monitoring load, etc...
 SSH Remote Shell and WinSCP (file transfers)
« TCPMon - https://tcpmon.dev.java.net

* Plug-Ins
 RESTTest (Firefox)

- Simple OCCI Client (Chrome) (GitHub)

VMware vSphere is a registered
trademark of VMware, Inc. in the
United States and/or other

jurisdictions.

Teleclient is a registered
trademark of R2AD, LLC.
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B T T =T
- : -
® acetous's S+ | Qb Simple OCCI Client &
Admin | Port 2080 r =
ca w@e A
ianonkoquy Local Part ST SELEE SoceJab [ Favorites (] Work [ Personal (] Email (] School (E) Google Maps (] Fiefox
State I Time | RequestHost | Target Host | Request N N =
Finisned Sat Aug 28 18:4044 __[127.0.0.1 63247.204.120 'g‘rt:drm— Slmple OCCI Client
Finished |satAug 28 18:40.44 . [127.0.0.1 |62.247.204.120 GET icdmi-.
OCCI application's home: http://www.nyren netiapil
Actions
‘ Delete Row H Delete All Rows H Submit to Server |
GET Jedmi-server/ HTTP/1.1 =] Query Interface Compute Storage Network
P org snia.cami +json =0 S - i
aceept: applicationvnd.org.snia.cami.containerjson Gen GET BOST  (GET) POST PUT DELETE  GET) POST FUT DELETE
User-Agenf: Javal1 6.0_16 =
Host: localhost3080 Resources
Connection: keep-zlive L
5 x-occT m: heep:/ /) c/api/ 72d10-8272-44E: 75802 X-OC! [eleag
GET lcdmi-senver/oar/ HTTPI.1 Bttp://wes.nyren.net/api/compute/ fad 28-4 x-0c¢:
Hyp: org.snia.cdmi +json Rtop:/ fwnne.nyren. net/apt/compute/ ShE46476-9878-4b76-a227- 43b3d Tdas246 X-0CCI-Location:
||| accept: applicationind.org snia.cdmi.container+json htop:/ /fwaw.m; et /api/compute/d20c53df~5d15-4101-b84e~6T58bf89EeTa X-0OCCI-Locati
User-Agent: Java/1.6.0_16 = htep:/ S et/api/compute/ 215 12413bb
i} Host: localhost8080 [ Rrep:/ /. n.net/api/compute/e0951! 1a71-a2: 792464 X-0CC] n
Gonnedtion: keep-alive 2 : n.net/api/compute/ctiact: c3-47aa-sclb-ca: X-0CCI-Locatien:
BTTp://wa.nyren.nec/api/compute/ 564 [GET PUT DELETE (START) [STOF)
[|HTTPA1 20006 = i
X-Powered-By Serviet/3.0
| server: GlassFisnva Request
[ [| x-com-specification-version: 1.0
|| Date: sun. 29 Aug 2010 04:26:27 GuT GET /compute/ HITE/1
Content-Type: applicationind.org snia.cdmi container+json = Host: www.nyren.nec/
Il content-Length: 245 Accept: text/plain
{ Response
“objectD": null, L]
R itieSURI" : Jedmi_
“domainURI": “icdmi_domains/default_domain®,
“metadata”: {
13
i |
X-Powered-By. Serviel/3.0 ~

Gotcha’s - Server availability and version specifications

Request
URL  http://63.247.204.120:8080/ cdmi-server/foo

Accept: application/vnd.org.snia.cdmi.container+json;

Content-Type: application/vnd.org.snia.cdmi.container+json;
Headers /Pe: 2PP fund.org o

POST/PUT data

Response

Response Status 200

X-Powered-By: Servlet/3.0

Server: GlassFish v3

X-CDMI-Specification-Version: 1.0

Date: Wed, 19 May 2010 06:54:00 GMT

Content-Type: application/vnd.org.snia.cdmi.container+json
Content-Length: 264

Response Headers

{" objectURT":"\/tmp\/cdmi-server
foo","objectlD":"423177143690399", " parentURI":"\/tmp\/cdmi-server
/", "capabilitiesURI":"\/trmp\/cdmi-server\/cdmi_capabilities\/container
Vdefault”, metadata”;

Response Text  {"cdmi_ctime":"2010-05-14T13:25:15","cdlmi_atime":"never"}"children";
["barbd’," bartd'}



https://tcpmon.dev.java.net/

RESTFul Cloud Services
~R2AD’

Many/Most Cloud Services are using Representational
State Transfer (REST)

Roy Fielding’s doctoral dissertation {
Can represent resources using XML or JSON, or ... "children* : [
JavaScript Object Notation (JSON) o
A lightweight data-interchange format )
Used by CDMI and future OCCI specification SImple JSON example

Together, these APIs form a Cloud Operating System
JSON Library used in our Android Project

Jackson
http://jackson.codehaus.org/Tutorial
Supports Streaming, Tree, and data binding (Object)
GSON (another one to consider)
http://code.google.com/p/google-gson/
Converts between JSON and Java Ob(jects

Copyright © 2011 R2AD, L



http://jackson.codehaus.org/Tutorial
http://code.google.com/p/google-gson/
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http://code.google.com/p/google-gson/

Security
~R2AD’

Recommendations for Mobile Cloud applications

Encrypt all data stored on the client, if any. Especially applicable for
any account information (keys, URLsSs, etc.).

Use secure communications, i.e., TLS, and also encrypt messages
between different internal apps.

Use parameterized queries for local SQL storage
Many other recommendations too (use Pendingintents, no world
writable files, etc).

Reference implementations used by our client

CDMI: Test server provides both secured and unsecured connections.
HTTP was used because it is simple.

Using HTTPS or Digest HT TP authentication would is easy to support.

OCCI: Depends on server, some secured with basic authentication
using HTTPS, others were test servers using HTTP

Also experimented with our RackSpace account

Worked well. Interesting security model. After initial login, a dynamic
endpoint is provided and authorization token must be in each header request



Requirements (current and future)
~R2AD’

Requirements grew from use-cases

Simple get/put HTTP verbs from initial use-cases
As published by OCCI Working Group:

http://www.gridforum.org/Public_Comment_Docs/Documents/
2009-09/occi-usecases.pdf

Keep Ul footprint small, knowing target was mobile device
Ul became more sophisticated with experience
Add caching of data for off-line/disconnected access

Future Items to Implement

Generate library for abstract use in end-user applications such
as a cloud file store (videos, photos, MP3s), document
synchronization, Phone backup, etc.

Support newer versions of OCCI and CMDI as they become
available

Support OVF as a means to create VMs based on Templates
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- R2AD’
GIT Hub source code R2AD: http://www.r2ad.com
https://github.com/r2ad/ and http?”C'Oyd-rZad-net

OCCI: http://occi-wg.org/
OGF: http://www.ogf.org
CDMI: http://www.snia.org/cloud s
SNIA PlugFest: http://www.snia. orq/cloudlcloudpluqfest
tcpMon: https://tcpmon.dev.java.net/
JSON Libraries used in our Android Project
Jackson
http://jackson.codehaus.org/Tutorial
Supports Streaming, Tree, and data binding (Object)
GSON
http://code.google.com/p/google-gson/
Converts between JSON and Java Objects
Android Dev Kit: http://developer.android.com/sdk/index.html

Android & Java Training: http://www.jpassion.com/portal/
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Conclusion
~R2AD

Mobile Cloud Computing....
cloud in the palm of your hand!

Standards Instead of Cloud Silos!
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